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Abstract—1In this paper, we will consider a coordinated multi-
point (CoMP) transmission system which accords with the
current Long Term Evolution-Advanced (LTE-A) system and the
5th generation wireless system (5G). This paper will consider
two different circumstances, one concerning the condition that
transmitters knows exactly which user will be wiretapped;
the other concerning the condition that transmitters have no
knowledge about the wiretapped user’s index. Accordingly, we
provide the corresponding precoding strategies and simulation
results to verify the effectiveness of our proposed algorithms.

I. INTRODUCTION

Although primitive concept about secrecy transmission was

proposed by Shannon in 1940s [1], secrecy issues concerning

wireless transmission have drawn considerable attention in

recent years. Wyner shows how to guarantee a secure com-

munication for the case that the intended receiver has a better

channel condition than the eavesdropper’s [2]. Nevertheless,

for a long time researchers resort to cryptographic algorithm

to ensure secures transmissions. Such kind of cryptographic

algorithms usually base on pre-established protocols among

distinct parties. However, it often neglects taking the power

loss and complexity into account. Besides, such kinds of pro-

tocol are difficult to be realized in wireless local area networks

(WLAN) or device-to-device (D2D) communications since

one might access and leave randomly. In addition, wireless

transmission is vulnerable to exterior attacks in these situations

due to the broadcast nature of wireless communications.

With the developments of multiple antennas technology,

physical layer security has been proposed to realize secure

communications which is mainly defined as the difference

between the capacity achieved by the eavesdropper and its

wiretapped user’s. Broadly speaking, the physical layer se-

curity can be classified into two categories, one is based

on precoding technology, and the other is based on adding

artificial noise. In [3], the author studies a relay assisted system

with the assumption that the relay is unreliable. Precoding

designs of the base station and relay, which can maximize the

secrecy capacity, are provided in this paper. In [4] and [5],

the authors analyze enhancing secrecy capacity with aid of

artificial noise. The difference is that in [4] the artificial noise

is generated by the transmitter, while in [5] there exists an

external helper to accomplish this work.

1This paper is partially sponsored by Shanghai Basic Research
Key Project (No.11DZ1500206) and National Key Project of China
(No.2012ZX03001013-003), and by the National 973 Project #2012CB316106
and NSF China #61161130529.

This paper will consider a coordinated multi-point trans-

mission scenario where there exist multiple base stations and

multiple users. As well known, CoMP has become a core

technology for the Long Term Evolution-Advanced (LTE-

A) system and will be continuously enhanced in the 5G. In

our model, we assume that each base station will serve one

specific user and CSIs are collected by a central processor.

Additionally, there exists one eavesdropper who will wiretap

one of the users. However, the transmitters might not know

exactly which user will be wiretapped, thus the transmitting

strategies will vary according to the distinct status of pre-

known knowledge at transmitter side. To our best knowledge,

it is the first time that someone launches studies under such

assumptions.

The rest of the paper is organized as follows. The sys-

tem model and problem formulation are described in section

II. The joint precoding design with pre-known wiretapping

knowledge is proposed in section III. Similarly, we discuss

joint precoding design without pre-known wiretapping knowl-

edge in section IV. The numerical results are presented in

section V. Finally, the conclusion is made in section VI.

Notation: In this paper, we use bold uppercase and

lowercase letters denote matrices and vectors, respectively;

(·)T , (·)H , denote the conjugate, transpose, conjugate trans-

pose and inverses of a matrix or a vector, respectively;

blkdiag{X1,X2, ...,XN} is the block diagonalized matrix

formed by matrices Xi, i = 1, 2, ..., N ; IN is an N × N
identity matrix; Tr(·) is the trace of a matrix; vec(·) represents

the matrix vectorization;; ⊗ denotes the Kronecker product;

‖ · ‖ denotes the Frobenius norm; � represents the property

of semidefinite.

II. SYSTEM MODEL AND PROBLEM FORMULATION

In this paper, we study a multi-cell scenario incorporating K

base stations which function under the same time-frequency

resource. Each cell is assigned with single base station and

single user. There exists one eavesdropper in the system whose

objective is to wiretap the message intended for a specific user.

We assume that each base station serves one particular user

situated in the same cell and it only possesses the specific

user’s intended message. Besides, it is also assumed that there

exists a central processor whose role is to collect all the CSI

including the eavesdropper’s and computes the appropriate

precoders that can maximize the system performance. For ease
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of discussion, we assume that the k-th base station and the k-

th user equips the same Nk antennas. The eavesdropper is

assumed to equip Ne antennas. Therefore, the received signal

at k-th user can be expressed as

yi =
K�

k=1

HikFksk + ni, (1)

where Hik ∈ C
Ni×Nk denotes the channel between the k-th

base station and the i-th user; Fk ∈ C
Nk×Nk is the precoding

matrix executed at the k-th base station; sk ∈ C
Nk×1 is the

vector intended for the k-th user with covariance σ2
sI; ni ∈

C
Ni×1 is the white Gaussian noise vector with covariance σ2

i I

experienced at the i-th user. Similarly, the received signal at

the eavesdropper can be written as

ye =
K�

k=1

HekFksk + ne, (2)

where Hek ∈ C
Ne×Nk is the channel between the eavesdrop-

per and the k-th base station and ne ∈ C
Ne×1 denotes the

white Gaussian noise vector with covariance σ2
eI experienced

at the eavesdropper. In this paper, we have individual power

constraints for all base stations, which is

Tr(FkF
H
k ) ≤ Pk, k = 1, 2, ...,K, (3)

The i-th user’s signal to interference plus noise ratio (SINR)

can be defined as

SINRi =
‖HiiFi‖

2

�K

k=1,k �=i ‖HikFk‖2 +Niσ2
i

. (4)

We denote the w-th user as the user that has been wiretapped.

Accordingly, the wiretapped user’s SINR can be written as

SINRw =
‖HwwFw‖

2

�K

k=1,k �=w ‖HwkFk‖2 +Nwσ2
w

. (5)

Similarly, we could express the eavesdropper’s SINR as

SINRe =
‖HekFw‖

2

�K

k=1,k �=w ‖HekFk‖2 +Neσ2
e

. (6)

Based on the above expressions, we can define the secrecy

capacity as

C = |Cw − Ce|
†
, (7)

where Cw = log(1 + SINRw) and Ce = log(1 + SINRe)
denote the capacity achieved by the wiretapped user and the

eavesdropper, respectively; |x|† denotes max{x, 0}.
In this paper, we will discuss two different scenarios clas-

sified according to distinct pre-known wiretapping knowledge

at the transmitter side. In the first scenario, we assume that

all channel state information (CSI) involving the eavesdrop-

per’s is known at the transmitter side. Furthermore, we also

know which user will be wiretapped. In the second scenario,

although we can still access all CSI, we do not know the

wiretapped user’s index. Then in the following two sections,

we will propose our joint precoding design according to the

two scenarios, respectively.

Fig. 1. Illustration of wiretapping model

III. JOINT PRECODING DESIGN WITH PRE-KNOWN

WIRETAPPING KNOWLEDGE

Although it is more preferable to directly optimize the

secrecy capacity in (7), it is a very difficult task due to the

non-convex nature of the expression C. Therefore, we resort

to optimizing Cw and Ce independently. Since Cw and Ce are

related to SINRw and SINRe, we will turn to optimize SINRw

and SINRe instead.

In this section, we will discuss the case with hypothesis that

all CSI and the wiretapped user’s index are pre-known at the

transmitter sides. Due to the fact that we have already known

which user will be wiretapped, we are capable of expressing

the capacity achieved by eavesdropper. Therefore, in order

to optimize the secrecy capacity, we maximize the capacity

of wiretapped user while maintaining the eavesdropper’s ca-

pacity below certain threshold. Besides, we do not want that

our optimization method will degrade the capacity of other

unwiretapped users. Naturally, we also should guarantee the

other user’s SINR above certain thresholds. Our optimization

problem can be formulated as follows

max
Fk,k∈{1,2,··· ,K}

SINRw, (8a)

s.t. T r(FkF
H
k ) ≤ Pk, k = 1, 2, ...,K, (8b)

SINRe ≤ re (8c)

SINRi ≥ ri, i = 1, 2, ...,K, i �= k, k̄ .(8d)

Inserting (4) (5) and (6) into (8), we get the following
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expressions

max
Fk,k∈{1,2,··· ,K}

‖HwwFw‖
2

�K

k=1,k �=w ‖HwkFk‖2 +Nwσ2
w

,(9a)

s.t. T r(FkF
H
k ) ≤ Pk, k = 1, 2, ...,K, (9b)

‖HewFw‖
2

�K

k=1,k �=w ‖HekFk‖2 +Neσ2
e

≤ re, (9c)

‖HiiFi‖
2

�K

k=1,k �=i ‖HikFk‖2 +Niσ2
i

≥ ri,

i = 1, 2, ...,K, i �= w, (9d)

where re and ri denote the thresholds for eavesdropper and

unwiretapped user, respectively.

In traditional coordinated precoding design [6], people

might tend to optimize Fk, k ∈ {1, 2, · · · ,K} iteratively.

Although such method is easy to implement, it can not ensure

a global optimal solution since this algorithm usually leads to

an iterative solution that needs to optimize Fk successively.

However, it is more preferable to optimize all the precoders

simultaneously so as to avoid a local optimal solution. There-

fore, we utilize the technique introduced in [7]. First, we define

F = blkdiag{F1,F2, ...,FK}. Then, it is easy to verify that

Fr = PrFP
T
r , where Pr is the Nk×

�K

r=1 Nr permutation

matrix with zeros and ones.

Introduce the equation vec(F) = Tf f , where f =
[vec(F1), · · · , vec(FR]

T . Tf is the transformation matrix

formed by ones and zeros, which can be built by observ-

ing the nonzero entries of vec(F). Thus, with the help of

equations Tr(XHYXW) = vec(X)H(WT⊗Y)vec(X) and

Tr(AB) = Tr(BA) [8], (9a) can be rewritten as

‖HwwFw‖
2

�K

k=1,k �=w ‖HwkFk‖2 +Nwσ2
w

=
Tr(AffH)

Tr(BffH) +Nwσ2
w

, (10)

where

A = TH
f

�
(PT

wPw)
T ⊗ (PT

wH
H
wwHwwPw)

�
Tf , (11)

B =
K�

k=1,k �=w

TH
f

�
(PT

kPk)
T ⊗ (PT

kH
H
wkHwkPk)

�
Tf . (12)

Similarly, the constraints of (9c) and (9d) can also be turned
into

‖HewFw‖
2

�K

k=1,k �=w
‖HekFk‖2 +Neσ

2
e

=
Tr(Cff

H)

Tr(DffH) +Nwσ
2
w

, (13)

‖HiiFi‖
2

�K

k=1,k �=i
‖HikFk‖2 +Niσ

2

i

=
Tr(Eiff

H)

Tr(Miff
H) +Niσ

2

i

, (14)

where

C = TH
f

�
(PT

wPw)
T ⊗ (PT

wH
H
ewHewPw)

�
Tf , (15)

D =
K�

k=1,k �=w

TH
f

�
(PT

kPk)
T ⊗ (PT

kH
H
ekHekPk)

�
Tf , (16)

Ei = TH
f

�
(PT

i Pi)
T ⊗ (PT

i H
H
iiHiiPi)

�
Tf , (17)

Mi =
K�

k=1,k �=i

TH
f

�
(PT

kPk)
T ⊗ (PT

kH
H
ikHikPk)

�
Tf , (18)

The power constraints are equivalent to

Tr(FkF
H
k ) = Tr(Nkff

H), ∀k ∈ {1, 2, 3, · · · ,K}, (19)

where

Nk = TH
f

�
(PT

kPk)
T ⊗ (PT

kPk)
�
Tf . (20)

Additionally, after the above processing, the problem in (9) is

still nonconvex [9]. To make the problem more tractable, we

introduce a new matrix W = ffH . Therefore, the optimization

problem can be reformulated as

max
W

Tr(AW)

Tr(BW) +Niσ2
i

, (21a)

s.t. T r(NkW) ≤ Pk, k = 1, 2, ...,K, (21b)

Tr(CW)

Tr(DW) +Nwσ2
w

≤ re, (21c)

Tr(EiW)

Tr(MiW) +Niσ2
i

≥ ri, i = 1, 2, ...,K, i �= w,(21d)

W � 0, rank(W) = 1. (21e)

Unfortunately, the above problem is still nonconvex since

the objective function is fractional. However, we can apply

bisection method to solve this problem. By introducing a new

variable t, the optimization problem can be reformulated as

max
W,t

t, (22a)

s.t. T r(ZW) ≥ tNiσ
2
i , (22b)

Tr(NkW) ≤ Pk, k = 1, 2, ...,K, (22c)

Tr(UW) ≤ reNwσ
2
w, (22d)

Tr(ViW) ≥ riNiσ
2
i , i = 1, 2, ...,K, i �= w,(22e)

W � 0, rank(W) = 1, (22f)

where

Z = A− tB (23)

U = C− reD (24)

Vi = Ei − riMi (25)

It should be noticed that the rank-1 constraint violates the

problem’s convexity. Thus, by omitting the rank constraint

and fixing the value of t, the problem turns into a convex

form, specifically, a semidefinite programming (SDP) problem.

Then, we can utilize bisection algorithm to solve (23) as shown

in Algorithm. 1. To solve problem (23) we used CVX, a

package for specifying and solving convex programs [10].
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Algorithm 1 Bisection algorithm for solving (23).

1: Initialization:

Set tmin, tmax, n, η and Nmax which correspond the

lower bound of bisection searching range, the upper bound

of bisection searching range, iteration number counting,

accuracy of bisection algorithm and the maximum itera-

tion number.

Compute Nk, Z, U and Vi using (20), (23), (24) and

(25), respectively.

2: Iteration:

a) t = (tmin + tmax)/2
b) Compute W in (23) using CVX.

c) If step b) is feasible, tmin = t; Otherwise, tmax = t.
3: Termination:

The algorithm terminates either when tmax − tmin ≤ η,

or when n ≥ Nmax, where η is a predefined threshold

and Nmax is the maximum iteration number;

Output W
opt
k = W

(n)
k

Else, n = n+ 1, and go to step 2).

Let us denote W̃ as the solution obtained from CVX. If

rank(W̃) = 1, then we can use eigenvalue decomposition to

obtain the optimal fopt; Otherwise, randomization technique

can be applied to obtain the fopt [11]. Specifically, we generate

a set of random vectors which conform the Gaussian distri-

bution N (0,W̃opt). Among these vectors, we select the ones

that do not violate the constraints of (23) as the candidates and

record their corresponding values of objective function (23a).

Finally, the candidate vector that can achieve the maximum

values of objective function (23a) can be viewed as a quasi-

optimal solution.

IV. JOINT PRECODING DESIGN WITHOUT PRE-KNOWN

WIRETAPPING KNOWLEDGE

In this section, we will consider the scenario where we do

not know which user will be wiretapped. Therefore, we can

not express the capacity achieved by eavesdropper as well as

the wiretapped user’s. Traditional algorithm that dealing with

such circumstance might apply the leakage-based precoding

(SLNR) scheme [12], which mainly minimizes the power that

leaking to other user’s channel space. We will compare our

algorithm with SLNR algorithm in section V. In this paper, we

attempt to constrain the power of all user’s messages received

by the eavesdropper within a fixed range.

K�
k=1

‖HekFk‖
2 ≤ Pth, i = 1, 2, ...,K, (26)

where Pth is the maximum efficient power received by
eavesdropper that can be tolerated. Although we have no
information about the wiretapped user, we can still execute
a global optimization process that can greatly confine the
eavesdropper’s performance. That is, we attempt to maximize
the minimum SINR of all the serving users while maintaining
the individual transmitter’s power constraints as well as the
receiving power constraint of eavesdropper. Therefore, the

optimization problem can be formulated as

max
Fk,k∈{1,2,··· ,K}

min
i∈{1,2,··· ,K}

‖HiiFi‖
2�K

k=1,k �=i
‖HikFk‖2 +Niσ

2

i

,(27a)

s.t. T r(FkF
H
k ) ≤ Pk, k = 1, 2, ...,K, (27b)

K�
k=1

‖HekFk‖
2 ≤ Pth, i = 1, 2, ...,K. (27c)

By introducing a new variable z, the problem can be rewritten
as

max
Fk,z

z, (28a)

s.t. T r(FkF
H
k ) ≤ Pk, , k = 1, 2, ...,K, (28b)

K�
k=1

‖HekFk‖
2 ≤ Pth (28c)

‖HiiFi‖
2�K

k=1,k �=i
‖HikFk‖2 +Niσ

2

i

≥ z, i = 1, 2, ...,K.(28d)

Using the same technique as in (10), (28c) can be expressed

as
K�

k=1

‖HekFk‖
2 = Tr(QffH) ≤ Pth, (29)

where

Q = TH
f

�
K�

k=1

(PT
kPk)

T ⊗ (PT
kH

H
ekHekPk)

�
Tf (30)

Similarly, (28d) can be written as

Tr(Liff
H) ≥ zNiσ

2
i , i = 1, 2, ...,K, (31)

where

Li = Ei − zMi (32)

Similar to last section, we introduce W = ffH with

additional rank and semidefinite constraints. Drop the rank-

1 constraint, the problem can be turned into a convex form,

which is

max
W,z

z, (33a)

s.t. T r(NkW) ≤ Pk, k = 1, 2, ...,K, (33b)

Tr(QW) ≤ Pth (33c)

Tr(LiW) ≥ zNiσ
2
i , i = 1, 2, ...,K, (33d)

W � 0 (33e)

However, joint optimization W and z is difficult, due to

the nonconvex property brought by bilinear expression of

Li [9]. Fortunately, the optimization problem (33) is in form

of quasi-convex and bisection algorithm can still be applied

here. Specifically, by fixing the value of z, the problem turns

to optimize W which is in a standard form of convex SDP

and it can be solved here efficiently by software CVX. The

bisection algorithm applied is similar to algorithm 1. The only

difference is that instead of calculating Z, U and Vi, we need

to calculate Q and Li. Similar to (22), if rank(Wopt) = 1,

we use eigenvalue decomposition to obtain the optimal fopt;

Otherwise, we resort to randomization technique.
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V. NUMERICAL RESULTS AND DISCUSSIONS

Numerical results are demonstrated in this section so as to

verify the effectiveness of our proposed method. For simplicity

of expression, we use a vector [N1 N2, ..., NK ] to denote the

antenna number equipped in each cell. For instance, [2 2]
represents that we have two cells and each cell involves a

dual-antenna base station and a dual-antenna user. In all the

simulations, we assume w = 1 which means the first user

will always be wiretapped by the eavesdropper. Moreover, we

let σ2
i = σ2

e = σ2
s = σ2 and Pk = P, k = 1, 2, ...,K .

Therefore, the SNR is defined as P
σ2 . The simulation results

are the averaged data over 1000 channel realization.

Firstly, we investigate the wiretapped user’s capacity versus

the thresholds of re. We investigate two types of antenna

configuration, which are [4 4] and [4 4 4]. It can be observed

from Fig. 2 that the wiretapped user’s capacity grows with the

increase of re under both antenna configurations. Increasing

re will lead to a larger feasible set for the problem (8) and

naturally it will achieve a better result for the wiretapped user’s

capacity. Similar analysis also works for the value of ri. With

fixed re, increasing ri leads to less feasible set. Therefore, a

lower wiretapped user’s capacity is expected for a larger ri.
Moreover, it shows that with the same values of re and ri
[4 4] always achieves better performance than [4 4 4] since

an additional transmitter will bring more interference.

Then, we examine the secrecy capacity achieved by our two

algorithms and compare them with traditional SLNR method.

Similarly, we execute our simulation under the antenna config-

urations [4 4] and [4 4 4]. With prefixed value of ri = re = 1
and Pth = 20 dB, we compare the performances of these

three algorithms versus SNR. From Fig. 3 we see that our

two algorithms outperform the existing SLNR based precoding

method. Besides, for the fixed re, our algorithm with pre-

known wiretapping knowledge outperforms the one without

pre-known wiretapping knowledge, which demonstrates the

importance of pre-known wiretapping knowledge.

Fig. 2. Capacity of wiretapped user versus re for the cases of [4 4] and [4
4 4].

Fig. 3. Performance comparisons between our proposed algorithms and
SLNR based scheme for the cases of [4 4] and [4 4 4].

VI. CONCLUSION

This paper considers the precoding designs in CoMP system

with and without the wiretapping knowledge, respectively.

Simulation results verify the effectiveness of our proposed

algorithms. Though this paper assumes that all the CSI is

perfect, perfect CSI is difficult to acquire in practical scenario.

Therefore, in our following studies, we will concentrate on the

secrecy studies based on imperfect CSI.
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