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Abstract— Personalized federated learning (PFL), as a novel
federated learning (FL) paradigm, is capable of generating
personalized models for heterogenous clients. Combined with
a meta-learning mechanism, PFL can further improve the
convergence performance with few-shot training. However, meta-
learning based PFL has two stages of gradient descent in each
local training round, therefore posing a more serious challenge
in information leakage. In this paper, we propose a differential
privacy (DP) based PFL (DP-PFL) framework and analyze its
convergence performance. Specifically, we first design a privacy
budget allocation scheme for inner and outer update stages based
on the Rényi DP composition theory. Then, we develop two
convergence bounds for the proposed DP-PFL framework under
convex and non-convex loss function assumptions, respectively.
Our developed convergence bounds reveal that 1) there is an
optimal size of the DP-PFL model that can achieve the best
convergence performance for a given privacy level, and 2) there is
an optimal tradeoff among the number of communication rounds,
convergence performance and privacy budget. Evaluations on
various real-life datasets demonstrate that our theoretical results
are consistent with experimental results. The derived theoretical
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results can guide the design of various DP-PFL algorithms
with configurable tradeoff requirements on the convergence
performance and privacy levels.

Index Terms— Federated learning, meta-learning, differential
privacy, convergence analysis.

I. INTRODUCTION

T IS expected that big data-driven artificial intelligence

(AD) will soon be applied in many aspects of our daily
lives, including health care [1], communications [2], [3],
autonomous driving [4], etc. At the same time, the rapid
growth of Internet-of-Things (IoT) applications calls for data
mining and model learning securely and reliably in distributed
systems. In integrating Al in a variety of IoT applications,
distributed machine learning (ML) systems are preferred for
data processing tasks with edge intelligence [S5]. Federated
learning (FL) [6], [7], [8], as a recent advance in distributed
ML, has been proposed to ensure data being processed locally,
thereby protecting clients’ privacy.

However, due to the heterogeneity of end devices in IoT
environments, e.g., non-independent and identically distributed
(non-IID) data, and imbalanced computing capacity, it is
not practical to train a generally efficient ML model for
all the clients in the conventional FL framework [9], [10],
[11]. Therefore, personalized FL (PFL) has been proposed
to combat client heterogeneity, with the aim of training a
personalized model for each client [12], [13]. To achieve
this aim, PFL utilizes a meta-learning mechanism to first
obtain a initialized model capable of rapidly adapting to new
learning tasks, and then train a personalized model based
on this initial model via fine-tuning [14], [15], [16], [17].
To have a better understanding on convergence performance
of PFL, the work in [18] derived an upper bound of its loss
function, establishing the relationship between the bound and
imbalanced data distributions among clients. Furthermore, the
work in [17] developed two convergence bounds for PFL based
on two measurements of data distribution distances among
clients, i.e., Total Variation (TV) and 1-Wasserstein distances.

Similar to conventional FL, the training process of PFL
keeps personal data locally, thereby helping protect clients’
privacy [19]. However, attackers can still infer private infor-
mation by analyzing model parameters transmitted by the
clients. As one of the well-known privacy-preserving tech-
niques, differential privacy (DP) has been widely applied
for protecting clients’ sensitive information in conventional
FL [20]. The work in [21] derived a convergence bound for
meta-leaning with DP. The work in [22] and [23] proposed a
DP based PFL (DP-PFL) framework, where personal models
are trained via an alternating optimization procedure relying

1556-6021 © 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: Shanghai Jiaotong University. Downloaded on January 01,2024 at 13:41:05 UTC from IEEE Xplore. Restrictions apply.


https://orcid.org/0000-0001-8794-2153
https://orcid.org/0000-0002-6239-2922
https://orcid.org/0000-0001-6198-9498
https://orcid.org/0000-0002-3690-0321
https://orcid.org/0000-0003-2133-8679
https://orcid.org/0000-0001-7090-8653
https://orcid.org/0000-0002-0799-0954
https://orcid.org/0000-0002-2062-131X

WEI et al.: PERSONALIZED FEDERATED LEARNING WITH DIFFERENTIAL PRIVACY AND CONVERGENCE GUARANTEE

on the assumption that loss functions are convex. However,
this assumption is not practical since loss functions in PFL
are generally non-convex.

In this paper, we propose a novel Rényi DP (RDP)
based PFL (RDP-PFL) framework with meta-training and
analyze theoretically the tradeoff between privacy guaran-
tee and learning performance. Specifically, we develop two
convergence bounds within the proposed framework for con-
vex and non-convex loss function assumptions. The derived
expressions for the two bounds reveal that there exist optimal
values of the number of communication rounds and model
size that can maximize the learning performance for a given
privacy level. To the best of the authors’ knowledge, this is
the first work of its kind that provides a theoretical analysis of
the convergence properties of PFL combined with RDP and
meta-training.

Our main contributions can be summarized as follows:

e We propose a meta-learning based DP-PFL framework
by introducing the concept of RDP to enhance clients’
privacy. Specifically, this framework adopts RDP based
SGD (RDP-SGD) training in the meta-learning process
which provides an initial model that can be rapidly
adapted to personalized datasets (e.g., through few-shot
learning). Further, to address the possible privacy leakage
in the two-stage training procedure in each meta-learning
process, we have designed a privacy budget allocation
scheme based on RDP composition theory.

e We study the convergence behavior of RDP-PFL and
develop two bounds with convex and non-convex loss
function assumptions. These two convergence bounds
reveal that there exist an optimal model size and an
optimal number of communication rounds for maximizing
the convergence performance given a fixed privacy level.

e We evaluate the performance of RDP-PFL using a variety
of datasets and settings, which demonstrates that our the-
oretical results are consistent with experimental results.
Therefore, our analytical results are helpful for the design
of privacy-preserving PFL architectures with different
tradeoff requirements on convergence performance and
privacy levels.

The remainder of this paper is organized as follows.
In Section II, we present the PFL framework and introduce
some basics of RDP. Then, we introduce our proposed DP-PFL
algorithm in Section III. We derive two convergence bounds
for the proposed algorithm in Section IV. Experimental results
are described in Section V. Section VI reviews related works
on federated meta-learning and distributed learning with DP.
Finally, conclusions are drawn in Section VII. The main
notation used in this paper is summarized in Tab. 1.

II. PRELIMINARIES

In this section, we first present the PFL framework and
introduce some basics of RDP.

A. Framework of PFL

Let us consider a general PFL system consisting of U source
clients and K target clients, in which each client contains two
datasets, i.e., the query dataset and support dataset. In each
communication round, each source client trains its local model
based on the global one from the central server. Then, all
source clients upload their trained models to the server and
the server update the global model by aggregating all received
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TABLE I
SUMMARY OF MAIN NOTATION
T The number of communication rounds
0 The number of local training epochs
M A randomized mechanism for DP
D, D’ Adjacent datasets

€0 The parameters related to the original LDP
« The selective parameter for RDP

I An identity matrix

D; The dataset held by the i-th client
D? The query dataset held by the ¢-th client

D3 The support dataset held by the 4-th client

F() The loss function
wE’T The model parameter at the
t-th communiation round after 7 local epochs
for the i-th client
6’;” The model parameter with one-step gradient descent

based on wZ’T at the t-th communiation round

after 7 local epochs for the i-th client

nZQ The noise vector drawn from A (0, C202) for the inner update
nis The noise vector drawn from A (0, C?02) for the outer update
C The clipping threshold
S

n

B

The number of model parameters (model size)
The learning rate for the inner update
The learning rate for the outer update

local models. The local model update for one epoch contains
two steps: the inner update and the outer update. The inner
update is based on a one-step gradient descent of the outer
update model in the previous epoch, while the outer update
model is based on a one-step gradient descent of the inner
update model in the current e;)och.

We denote by 0!" and w;" the inner and outer update
models, respectively, in the t-th local epoch of the f-th
communication round for the i-th source client, i € U £
{1,2,...,U}. The inner update in the 7-th local epoch of
the 7-th communication round over query dataset D[Q can be
expressed as

—1 —1
6" =w " —pVE @ DY), (1

where F;(-) is the loss function of the i-th client and » is
the learning rate. Generally, the loss function F;(-) is given
by the empirical risk and has the same expression for various
clients. Then the outer update in the t-th local epoch of the
t-th communication round over support dataset Dis can be
expressed as

wl{,r _ wﬁ’f_l _ ,8VF,~(0§’T, DIS)
— ! B — VP F(wlT, DO)VF 07, DY),
)

where B is the learning rate for the outer update.

When all clients complete the local training, they need to
upload their local models to the central server. The server
performs the global aggregation to obtain a global model

parameter w'*!, which can be expressed as
t+1 1,70
w = z piw; -, (3)
ield

where 7p is the number of local training epochs, p; £
|DiS|/|DS| > 0 with >, 4, pi = 1, |DiS| represents the size
of the support dataset Dis, and |DS| = Dicu |Dis| represents
the size of all support datasets.
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Fig. 1.

The diagram of differentially private PFL.

Given a global model w’, the j-th target client can obtain
its personalized model #; through one-step gradient descent
onw', j ek £ {1,2,..., K}, which can be expressed as

01' =w' — nVFj(w’, Dj), 4)

where D; is the dataset of the j-th target client.

B. Rényi Differential Privacy

DP with parameters € and § provides a criterion for privacy
protection in distributed data processing systems. Here, € >
0 is the distinguishable bound of all outputs on neighboring
datasets D, D’ in a database, and § represents the probability
of the event that the ratio of the probabilities for two adjacent
datasets D, D’ cannot be bounded by ¢ after adding a privacy-
preserving mechanism.

In this paper, we consider an improved DP definition called
RDP, which is strictly stronger than (e, §)-DP for § > 0 and
allows tighter composition analysis [24]. We formally define
RDP as follows.

Definition 1 ((a, €)-RDP [24]): Given a real number o €
(1, 4+00) and privacy budget €, a randomized mechanism
M satisfies (a, €)-RDP for any two adjacent datasets D, D/,

we have
[( M(E) )ai| <e€
M(D") ’

where the expectation is taken over the output of M(D)
and o is a selective parameter. We can note that RDP is a
generalization of (e, §)-DP that adopts Rényi divergence as
a distance metric between two distributions. It can be shown
that pure (e, §)-DP is equivalent to (0o, €)-RDP, and, further,
that if a model M satisfies (¢, 0)-RDP, then M also satisfies

log L
€+ 23

a—1"
attain RDP guarantees via two alterations to the training
process, i.e., the clipping of gradients, and the addition of
Gaussian noise to gradients, as known as DP-SGD.

1
Do[M(D)IM(D)] := sk

o —

8)-DP for any 6 € (0, 1). Deep learning models

III. DIFFERENTIALLY PRIVATE PERSONALIZED
FEDERATED LEARNING

A. RDP Based PFL

We can note that each client needs to upload its local
model wﬁ’m, i € U, to the server. This poses threats on
clients’ privacy as potential adversaries may reveal sensi-
tive information about individual clients from w;’m. Hence,
in RDP-PFL, each client performs inner and outer updates by
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the DP-SGD mechanism. We first use a clipping threshold C
to bound the L,-norm of training gradients in the inner and
outer updates. Then we perturb these two clipped gradients by
Gaussian noise vectors n? and nis, respectively, where each
element in the noise vectors follows the Gaussian distribution
N(0, C%6?). Here, o is the noise standard deviation (SD),
which is determined by the privacy budget shown in the next
subsection. Specifically, detailed steps to update the inner and
outer models for each local epoch are shown as follows.

1) Inner Update: Compute the local gradient and perform
the inner update.

VFwhT, D
VF (w]", DY) = A/ - 6)
[ |VF,~<w;",D?)|}
max I,T
~ T4
6" :wg’f_n(VF,-(wﬁ”,D?Hn?), (7

T+1
where ’075 o represents the inner update mode in RDP-PFL.
2) Outer Update: Compute the local gradient and perform
the outer update.

e ©)
—F = gy 5 g, +n7 ). O
max {1, %} max {1, 7}
where
g, =1—-V*F (wﬁ", :D?) : (10)
~t,T+1
g, = VFE (o,. ,Dis) , (11)

and I is an identity matrix. Egs. (10) and (11) are derived by
Eq. (2). Note that the source clients can use partial data to
train their models in each local training epoch for the inner
and outer updates with sampling rates ¢Q and ¢S, respectively.

The RDP-PFL process completes after the number of com-
munication rounds reaches a preset number 7. We summarize
the detailed steps of RDP-PFL in Algorithm 1. The Fig. 1
shows the diagram of RDP-PFL. Since the inner and outer
models are trained based on query and support datasets,
respectively, we need to control the norm of gradients, and
then add Gaussian noise to gradients in the inner and outer
updates. In addition, we will calculate the accumulation of
privacy leakage (privacy budget) for both the inner and outer
updates to obtain the SD of the Gaussian noise in the following
subsection.

B. Privacy Analysis

It can be noted that privacy budget for multiple access to the
training data can be measured by the RDP technique. Based
on Definition 5, we demonstrate that the privacy budget for
DIQ or D;.S can be calculated as follows.

Theorem 1: For the meta-training process, the privacy bud-
get € with a given § for the published local model at each
update can be written as

Tty
a—1

€= (log 12 + log IS)

log(3) + (& — D log(1 — 1) — log(e)
+ oa—1

3

(12)
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Algorithm 1 Rényi Differential Privacy Based PFL

Data: The maximum number of communication
rounds 7', the number of local training epochs
709, noise SD o, clipping threshold C, initial
model w?;

1forz:0toT —1do

2 Server execute:

3 Server sends global model w’ to all clients in /;

4 Client execute:

5 for all i e U do

6 Update the local model: w§’0 =

7 for 7: 0to o — 1 do

8 Perform the inner update by Egs. (6)

w';

and (7);
9 Perform the outer update by Egs. (8)
and (9);
10 B Upload the local model wlt.’m to the server;
1 Server execute:

12 Aggregate all local models by (3);
13| 1<t +1;

Result: w”

where

00 Q

1Q=/ M(?(z)((l—qQ)Jrq 2 (Z)) NGE)
—00 22)

15=/°° uS(z)((l—qSHq “I(Z)) .
. S0)

In Eq. (13), ug (z) and iy (z) denote the probability density
function (PDF ) of the Gaussmn distribution N (0, o) and the
PDF of a mixture of two Gaussian distributions gQN (1, o) +
(1-— qQ)N(O, o), respectively. In Eq. (14), ,ug (z) denotes the
N(0, o) PDF, and ,u?(z) denotes the PDF of a mixture of two
Gaussian distributions ¢SN'(1,0) + (1 — ¢$)N(0, o).
Proof: Please see Appendix A. ]
According to Theorem 1, we can note that Algorithm 1
satisfies the (e, §)-DP by selecting a proper SD o. Specif-
ically, we obtain the noise SD based on Eq. (12) via the
searching method, in which this noise SD needs to make the
accumulation of privacy budget no more than the required one.
In RDP-PFL, we adopt the clipping-and-noising technique for
inner and outer updates, in which each update will consume
part of the privacy budget. Given sampling rates g and ¢5,
Theorem 1 presents the privacy budgets allocated to inner and
outer updates in RDP-PFL, i.e., log IQ and log I3, respectively.

(14)

IV. CONVERGENCE ANALYSIS

In this section, we present our theoretical results on
the convergence performance of RDP-PFL with convex and
non-convex loss function assumptions. Before that, we first
mention four customary assumptions required for both convex
and non-convex loss function assumptions.

Assumption 1: Foranyi and w € RY, the gradient of F;(w)
is bounded by a non-negative constant B, i.e., |V F;(w)|| < B.

Assumption 2: The loss function F;(w), and its gradient
and Hessian are Lipschitz continuous, i.e., for any w, w' € R?,
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existing constants A, L and p,
I1Fi(w) — Fi(w)]| < Alw —w'|, (15)
IVF;(w) = VF(w)| < Lllw —w'|, (16)
IV?Fi(w) = V2 F; )| < pllw — w']|. (17)

Assumption 3: The gradient and Hessian of the loss func-
tion F;j(w) satisfy the following conditions:

IVF(w) — VF(w)|| < &iande = pie;.  (18)
ield

IV2Fi(w) = V2 F()|| < yi, andy = D pivi,  (19)
ield

for any w € R?, where F(w) =
constants.

Assumption 4: For any client i, a data sample x and w €
R4, the gradient V F;(w) and Hessian V2F;(w) have bounded
variances, i.e.,

>icy PiFi(w), & and y; are

E{IVE@.x) - VE@I*} =0d, @0

E{IviFw 0 - V2RI <o, @D
where UCZ; and 0%1 are two variances.

Assumption 1 ensures that the gradient can be bounded by
B, where gradient clipping is a popular ingredient of ML.
Assumption 2 implies that the local loss function F;(w) as
well as its gradient and Hessian are Lipschitz continuous
with constants A, L and p, respectively. The conditions in
Assumption 3 and Assumption 4 on the bias and variance of
stochastic gradients and Hessian are also customary. We can
see that Assumptions 1-4 are widely adopted in the theoretical
analysis for convergence bounds [16], [17].

To characterize the convergence behavior of RDP-PFL,
we first examine the structural properties of the meta-learning
objective function G;(w), which is defined as G;(w) =
Fi(w —nVF;(w)). Based on Assumptions 1-3, we can obtain
following lemmas about the meta-learning objective function.

Lemma 1: The gradient of the meta-learning objective
function G;(w) is Lipschitz continuous. Moreover, considering
the objective function G;(w) and G;(w"), for any w, w’ € R?,
we have

IVGi(w) — VG;(w)| < L'|w — w'|, (22)

where L' = L(1 +nL)?+ npB.
Proof: Please see Appendix B. [ ]
Lemma 1 indicates that the meta-learning objective function
Gi(w) is obtained by the one-step gradient descent based on
F;(w). If we set the leaning rate as n = 0, we have L' = L.
Lemma 2: Considering the local objective function G;(w)
and global objective function G(w) £ > icy PiGi(w), for any
w € RY, we have

IVGi(w) = VGw)| <& (1+nL) +nBy;.  (23)
Proof: Please see Appendix C. [ ]
Lemma 2 bounds the bias of the gradient for the

meta-learning objective function G; (w) based on Assumptions
1-3.

A. Challenges in Analyzing RDP-PFL

We first briefly highlight the challenges in analyzing the
convergence of RDP-PFL based on the intermediate lemmas
above.
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1) Biased Estimator: We can note that VF(w!® —
nVF,-(wE’T,Dl.Q),DiS) is not an unbiased estimator of the
gradient VGi(wE’T). In other word, the descent direction
utilized in the local training for updating models is a biased
estimator. To analyze this bias, we have the following Lemma.

Lemma 3: Suppose that the conditions in Assumptions 1-3
are satisfied. By defining

G (w;™) 2 Fi (wf" - ovE (w7 DR).Df). @4
and VG; (w;*r) is the gradient of Gi (wﬁ’r), we have
E{IVG; (w;") = VG, (w;") 11}
n(1+nL)Log  nBop | 1°Logoy
< + e~
V1D Jos 1P
(25)
Proof: Please see Appendix D. ]

2) Gradient Clipping: We can notice that the gradient
clipping will affect the convergence performance of RDP-PFL.
When the clipping threshold C is smaller than the gradient
norm, the values of the gradient will be scaled down. The
following lemma gives an upper bound to measure the distance
between the unclipped gradient and clipped one.

_ Lemma 4: Considering  the  unprocessed  gradient
VGi(wE’T) and the clipped gradient VG,-(w;’r), we have

[VGiw!™) = VG|
£ E(C,S,0) <(1+nL)

Ve Ve

D)

: (anB +nLO +

min{‘/Té,l}
(26)
where
285-1 §-3 4 o
20C,|——+—— .- = -2, ifSisodd,
0= T[SS— 21 SS— 43 33
ZUCVZnS_z-m X if Siseven,
27)

and S is the number of model parameters.
Proof: See Appendix E. ]

3) Multi-Step Local Update: We can note that multiple
local updates before aggregation have a performance loss com-
pared with the centralized meta-learning [16], [25]. Following
the same method in [25], we denote @'~"" by the model
parameter obtained by the global aggregation result at each
local epoch. We denote v’ and v?’r by the global and local
models in RDP-PFL without data sampling and DP mechanism
in the training process, respectively. Both w’~10 and v'~!
are synchronized with w’~! at the beginning of the (r — 1)-
th communication round, i.e., W'~} = v~ = w'~1 The
lemma below gives an upper bound on the difference between
v and @' 10,

Lemma 5: The distance between v' and @' "™
bounded as follows:

t_ ost—1,
E{fv" — @' ™|}

£ h(t)

can be

1+ pLY™ —1
< B(e(1 + nL) + nBy) % —To)- 28)

Proof: See Appendix F. ]
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B. Convex Setting

Now we proceed to establish a convergence bound for
RDP-PFL with the strongly convex loss function assumption.
We first formally state the strongly convex assumption.

Assumption 5: F;(w) is [-strongly convex, for any w, w' €
RY, which implies that

(VFi(w) = VF(w), w—w) > l]lw—w'>. (29

We can note that Assumption 5 is satisfied for many ML
models [18], e.g., squared support-vector machine (SVM) and
linear regression models.

Based on this strong convexity assumption, we can have the
following lemma.

Lemma 6: G;(w) is I'-strongly convex, for any w, w' € RY,
which implies that

(VGi(w) — VG (w'), w — w') > I'|lw — w'|)%, (30)

where I = (1 — nL)( — nL?) — npB. Proof:  See
Appendix G. |

With the above preparation, we characterize the convergence
of RDP-PFL in the following theorem.

Theorem 2: By supposing that Assumptions 1-5 are satis-
fied, we have the following convergence bound for RDP-PFL:

Gw") — Gw*) <G’ — Gw*)
1— é-T‘L’()

— h(1o)

(a) (caused by multi-step local update)

+ Bro(1 + L) Epi(
el (b) (caused by DP clipping and DP noise)
n(l+nL)Log = nBoy  n*Logon )

Jos s

(c) (caused by the number of training data)

T0—1 '
DICERE +ﬂL’)-’),

j=0

E(C,S,0)
—_—

(€19

where w* is the optimal model and ¢ =1 —2I'B + L'l 8%.
Proof: Please see Appendix H. [ ]
In Theorem 2, we can select a proper learning rate 8 to
make the parameter ¢ smaller than 1. We can observe that
the convergence performance of RDP-PFL will be affected
by the number of model parameters S, the number of training
epochs T, and the training data size |Dl.s|. As can be seen from
terms (a)-(c) in (31), both the local data heterogeneity, i.e., &
and y in h(7p), and noise SD o, deteriorate the convergence
performance. When the DP mechanism is removed in the
training process, i.e., 0 = 0 and C — 4-00, it can decrease the
convergence bound, i.e., improve the training performance.
Remark 1: Theorem 2 suggests that there is an optimal
value of the number of communication rounds T in terms
of convergence performance with a given privacy level e.
Specifically, if the number of communication rounds T is
larger, the term ¢T%(G(w°) — G(w*)) in Eq. (31) will be
smaller but the terms (a) and (c) in Eq. (31) will be larger
due to a larger noise SD caused by DP. By setting T = 1,
C — +o00 and o = 0, Theorem 2 recovers the convergence
rate of the conventional meta-learning.
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Remark 2: We can also note that a large training data size
can enhance the convergence performance, because if |Dis| is
larger, the convergence bound in Eq. (31) will be smaller.

Remark 3: In the conventional meta training, if the number
of neurons is larger, the convergence performance will be
better over the enough communication rounds. In RDP-PFL,
a larger number of model parameters S will result in a larger
gradient compression because of the clipping process, which
can be seen in Lemma 4. Therefore, there exists an optimal
number of model parameters for a given clipping threshold C.

C. Non-Convex Setting

We now present a convergence bound for RDP-PFL with
the non-convex loss function assumption.

Theorem 3: If Assumptions 1-4 are satisfied, then we have
the following convergence bound for RDP-PFL:

T—119—1 0 *
1 2 G(wY) — G(w*)
2 2 Ive@ |’ = ==
== 78 (1- &)
A
+ —,((1 +nlL) h(zo)
(- 5
2 (a) (caused by multi-step local update)
+ Bror(l +1L) D pi E(C.S.0)
el (b) (caused by DP clipping and DP noise)
n(l+nL)Log n nBoy +_n2LUGUH')
S
Jos oy 1P

(c) (caused by the number of training data)

T0—1

LD (o — N+ ﬁL’)f). (32)
j=0

Proof: Please see Appendix L. ]

Theorem 3 suggests that there is an optimal number of com-
Gw")—Gw")
TA(1- L)
is a decreasing function of 7. However, a larger 7' will Tead
to a higher SD of the Gaussian noise as shown in Theorem
1, which will damage the training performance according to
terms (a) and (c) in Eq. (32). We can also see that, at least
in terms of the bounds, the convergence speed of the convex
setting, O(¢T™), where ¢ = 1 —2I'8+ L'l'B? < 1, is much

faster than that in the non-convex setting, 0(%).

munication rounds. We can notice that the term

V. EXPERIMENTS

A. Experimental Setup

We examine experimental results for RDP-PFL, on three
neural network models, i.e., multi-layer perceptron (MLP),
convolutional neural network (CNN) and ResNet-18, and two
datasets, i.e., MNIST and CIFAR-10, which are described as
follows:

e Datasets. MNIST is a dataset of digits consisting of
60, 000 training examples and 10,000 testing exam-
ples formatted as 28 x 28 size gray scale images [26].
The CIFAR-10 dataset consists of 60,000 color images
in 10 object classes with 6,000 images included per
class [27]. The complete dataset of CIFAR-10 is
pre-divided into 50, 000 training images and 10, 000 test
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images. We use the cross-entropy loss for both MNIST
and CIFAR-10.

e Models. The MLP model is a simple feed-forward deep
neural network with ReLU units and additional softmax
layer of 10 classes (corresponding to 10 categories). The
CNN model consists of three 3 x 3 convolution layers
(the first with 64 filters, the second with 128 filters, the
third with 256 filters, each followed with the 2 x 2 max
pooling layer and ReLu activation function), two fully
connected layers (the first with 128 units, the second
with 256 units, each followed with the ReLu activation
function), and a final softmax output layer. ResNet-
18 consists of 17 convolutional layers with the filter size
of 3x3, a fully connected layer, and an additional softmax
layer [28]. The ResNet-18 model involves 33.16 million
parameters, in which the ReLU activation function and
batch normalization (BN) are attached to the entire con-
volutional layers.

We consider that there are 50 clients, in which 60% clients
are selected as source clients and the rest of clients are
applied for evaluating the fast adaptation performance. In order
to illustrate the personalized learning process, we adopt the
non-IID data setting as done in [29]. We assign three classes
for each client and ensure that the class sets of all clients are
different from each other. Specifically, we generate 50 class
sets, in which each class set contains three different classes
and all class sets are different from each other. We randomly
select a specific class set for each client without replacement,
and then assign each client 600 data samples, i.e., 200 data
samples for each class based on its class set. In addition,
for each client, we divide the local training dataset into
two datasets, i.e., query and support datasets, in which 50%
training data is selected as the query dataset, and the rest of
the training data is selected as the support dataset, as described
in [15]. For convenience, we set gQ = ¢5 in the experiments.
For tuning hyper-parameters, we use the grid search method
to find the optimal learning rates n and S8 to conduct our
experiments [30]. In particular, we divide the set of clients into
a test set (target clients), validation set and training set (source
clients) randomly with the ratios 0.2, 0.1, and 0.7, respectively.
In addition, we tune the hyper-parameters with the validation
set, because the performance of the model generated by the
training set is usually evaluated on the validation set. When
training with RDP-PFL, we set the learning rates n and S to
0.01 for MNIST, and 0.05 for CIFAR-10, respectively.

B. Evaluation of Privacy Levels

In Fig. 2(a), we choose various privacy levels € =
2,4,6 with MLP on the MNIST dataset to show the test
accuracy of RDP-PFL. In this experiment, we set T = 200 and
8 = 0.001 to how the test accuracy changes as the communi-
cation round ¢ increases. As shown in Fig. 2(a), values of the
test accuracy in RDP-PFL are increasing when we relax the
privacy guarantee (increasing €). We also use CNN model on
the CIFAR-10 dataset to show how the test accuracy changes
as the privacy level varies in Fig. 2(b). In this figure, we choose
the values of € as 2, 6 and 10 and can observe the same
property as Fig. 2(a). In Fig. 3, we show how the test accuracy
of fast adaption changes as the DP parameter § varies. It can
be noted that values of the test accuracy for RDP-PFL are
increasing when we choose large values of §.
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whole training process under € = 2 and § = 0.001.

We also conduct the proposed RDP-PFL algorithm with
ResNet-18 on the CIFAR-10 dataset under different values of
the clipping threshold C and different values of the privacy
budget € with § = 0.001. As shown in Fig. 4, both the
training accuracy and test accuracy increase as the privacy
level € grows. Although the training accuracy is low due
to DP, the test accuracy reaches a relatively high level. The
reason/intuition is that RDP-PFL aims to learn an initialized
model across a set of source clients by a meta-learning
approach instead of a model with high training accuracy.
Based on the initialized model, the target clients can achieve
satisfactory personalized models with fast adaption.
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C. Evaluation of the Number of Data Samples

Figs. 5(a) and (b) show how the test accuracy of fast
adaption changes as the number of data samples increases.
We conduct the experiments with MLP on MNIST dataset and
the CNN model on the CIFAR-10 dataset in Figs. 5(a) and (b),
respectively. From Fig. 5(a), we observe that, as the number of
data samples increases, the values of the test accuracy increase.
This is due to the fact that, as the number of data samples
increases, each client in RDP-PFL can use more numbers
of data samples for training the meta model. In this way,
the aggregated model can finish the fast adaption efficiently.
Fig. 5(b) also demonstrates that, when the number of data
samples increases, the test accuracy increases quickly.

D. Evaluation of Model Sizes

In Figs. 6(a) and (b), we show how the test accuracy of fast
adaption changes as the number of neurons varies. We select
various numbers of neurons for the last fully connected layer
for MLP and CNN models in this experiment. The fact that
the test accuracy remains unchanged demonstrates that the FL
algorithm converges. From Figs. 6(a) and (b), we can see that,
as the number of neurons increases, the test accuracy of fast
adaption of RDP-PFL will increase, and then decrease. This
is due to the fact that the the number of neurons is sensitive
with the clipping value. If the model size is too large, the
convergence performance will be poor.

E. Evaluation of Clipping Thresholds

In Tab. II, we show how the training loss and test loss
change as the value of the clipping threshold varies. From
Tab. II, we can see that, as the values of the clipping threshold
increase, the training loss and test loss of RDP-PFL will first
decrease and then increase. We also plot the test accuracy of
RDP-PFL with different values of the clipping threshold in
Fig. 7. From this figure, we can observe the same property as
Tab. II. We can notice that limiting the gradient norm has two
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TABLE I

THE TRAINING LOSS AND TEST LOSS WITH DIFFERENT VALUES OF THE
CLIPPING THRESHOLD WITH € = 2 AND § = 0.001

Clipping MNIST CIFAR-10
threshold || Training loss | Test loss | Training loss | Test loss
C=038 0.861 0.219 0.961 0.218
C=16 0.709 0.169 0.770 0.157
Cc=24 0.649 0.156 0.699 0.129
Cc=32 0.657 0.153 0.757 0.114
C=40 0.712 0.161 0.812 0.166
C=438 1.012 0.211 0.910 0.223

opposing effects. On the one hand, if the clipping threshold
C is too small, clipping will destroy the intended gradient
direction of parameters. On the other hand, increasing the
clipping threshold C forces us to add more privacy-enhancing
noise to the parameters.

VI. RELATED WORKS
A. Federated Meta-Learning

The goal of meta-learning is to find an initialized model that
current or new clients can easily obtain satisfactory models
by performing one-step or a few steps of gradient descent
with their own data [14], [15], [16]. The work in [15] first
proposed a federated meta-learning framework (FML) with
model-agnostic meta-learning (MAML) to train an initialized
model capable of rapidly adapting to new learning tasks,
instead of a global model in conventional FL. Moreover,
extensive experiments on LEAF datasets and a real-world pro-
duction dataset demonstrated that FML achieves a reduction in
required communication cost by 2.82—4.33 times with a faster
convergence rate, and an increase in accuracy by 3.23% —
14.84% compared with conventional FL [15]. This work [17]
evaluated the performance of FML with a convergence bound,
in terms of the gradient norm and data distribution distances
of clients, for the non-convex loss function assumption. The
work in [18] investigated bounds of the training and adaptation
performances at the target client in FML in terms of client
similarity.

B. Machine Learning With Differential Privacy

Privacy-enhanced ML has attracted intensive attention in
recent years [30], [31], [32], [33], as the emergence of ML
based open data applications may lead to the leakage of
private information. The concept of deep learning with DP
was first proposed in [34], which provides an evaluation
criterion for privacy guarantees. The work in [35] improved
DP-SGD algorithms by dynamically determining the privacy
budget and step size for each iteration based on the quality of
the gradient of the current training iteration. Further, privacy
issues are more critical in distributed ML systems due to
the published gradients or model parameters trained locally.
The work in [36] provided an approach for analyzing the
quality of distributed ML models based on the theoretical
analysis of DP-SGD algorithms, which reveals that the quality
is related to the privacy level and the size of the datasets. The
count sketch algorithm, compressing the local updates using
hash functions with bounded errors, was involved to design a
communication-efficient and privacy-enhanced FL framework
in [37]. The work in [38] developed a privacy-preserving
PFL framework for user recommendation models with a
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hierarchical structure that contains both the public component
and private component. Via addressing these components
carefully, this privacy-preserving PFL framework in [38] can
safeguard the data privacy, where each client uploads the
public component directly, while delivering extracted features
of the private component.

VII. CONCLUSION

As there is a risk that personal information can be leaked
to potential malicious clients in PFL, we have enhanced the
privacy protection of data by proposing a novel RDP-PFL
framework with meta-training to train an initial shared model
under a DP guarantee. Further, we have investigated two
convergence bounds for RDP-PFL in terms of the number
of communication rounds, model size, and training data size
under convex and non-convex loss function assumptions.
Finally, we have conducted extensive experiments with three
neural networks and two real-world datasets, whose results
demonstrate the correctness of our theoretical results. In the
proposed RDP-PFL framework, we can see that with an
increasing number of communication rounds, the commu-
nication cost and privacy budget will increase. Thus, high
communication costs and stringent privacy will degrade the
training performance. An interesting direction for future work
is to apply model compression techniques, such as model
pruning or quantization, to enhance the privacy protection and
communication efficiency of RDP-PFL.

APPENDIX A
PROOF OF THEOREM 1

Based on the defintion of Rényi DP, we can calculate the
Rényi divergence with a positive value « as follows:

M(D) o
OgE[(M(Do) } 33

Based on Theorem 20 in [39], we have

1 _ _1y_
et log(5) + (« lll(igil 3) log(oc)’ (34)

1
D[M(D)IM(D)] = —1

a—1

where ¢’ is the Rényi divergence.

For the inner update, we first use a sampling rate ¢g? to
perform the SGD scheme based on the query dataset and
bound the L, norm of the gradient vector using the clipping
technique with threshold C in Eq. (6). Then we add the
Gaussian noise to the clipped gradient vector with SD o
to satisfy DP in Eq. (7). Thus, we can calculate the Rényi
divergence for the inner update as follows:

Do) ()] (35)

1 (1 - q9ud@ + %2\
logE__ o
w—1 85l

e
(36)
00 0,Q o
= log/ /L(?(Z) ((1 —¢9 + %AZ)) . (37
a—1 "/ o g (2)

For the outer update, we use a sampling rate g5 to perform
the SGD scheme based on the support dataset and bound the
L, norm of the gradient vector using the clipping technique
with threshold C in Eq. (8). Then we add Gaussian noise
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to the clipped gradient vector with SD o to satisfy DP in
Eq. (8). Because the term (I — nV>F(w}", Dl.Q))VF(wE’T -
nVF (wg’r, D?), DI.S) has been bounded by the clipping tech-
nique, we can calculate the Rényi divergence for the outer
update as follows:

Dyl (2) |15 ()] (38)
=g + ¢SS\
= log IEzwg(z) [( MS =)
(39)

1 i s, @
—a_llog/_ooﬂo(Z)((l %) + O(Z)). (40)

Via the composition theorem [39], the total Rényi divergence
for the training process can be expressed as

¢ =77 (Daln@IL§ @1 + Dali®@Ing@1) @D
T © 4513 (@)
= a_l[log/_mﬂo(z)((l %)+ e ) 42)
) Q,,Q «
+1og/ ug(z)((l—qQH%l(Z)) } (43)
—00 My (2)
- In log[/w o a-g%H+ L= WOY
a—1 —00 ()( )
00 Q
3l u?(z)((l—qQHq d (Z)) } 45)
—00 ()(Z)
= T a5y, (46)
a—1
where
*° 9513 (2)
1s=/_mug(z)((1 %) + Séz) ) (47)
00 Q
1Q=/ MOQ(Z)((I—qQ)—l-q “1(2)) (48)
—00 O(Z)

Actually, we compute the integrals /5 and 72 via the method
proposed in Section 3.3 in [40], which has already been
adopted in Opacus [41]. In addition, we also use this cal-
culation method based on Opacus in the experiments. This
completes the proof. O

APPENDIX B
PROOF OF LEMMA 1

Via the definition of G;(w), we have

IVGi(w) — VG;(w)|| (49)
= |[VF;(w — nVF;(w)) — VF;w' — pVE W)  (50)
= (I = nV*F;(w))VF;(w — nVF;(w)) (51)
— (I =V F (W) VE W — nVE W) (52)
= |[VF;(w — nVF;(w)) (53)
—nV2F;(w)VF;(w — nVF;(w)) (54)
— VF(w' — nVF; W) (55)
+ V2 (w)VE W — nVF W) (56)
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= |[VFi(w — nVF;(w)) — VF;(w — gVE @) (57
I = V2 w)InV2F;(w)VF;i(w — nVFi(w)) (58)

+ —nV2F(w —nVF;(w)) (59)

— V2 (w)VF;(w — nVF;(w)) (60)
+nV2Fi(w —nVE @) (61)
=TVFi(w — nVF;(w)) — VF;(w — nVFE @)  (62)
I = pV2E(w)] — nVF;(w — nV F;(w)) (63)
[V2F;(w) — V2F;(w)]]. (64)

Using the Lipschitz continuous of F;(w), we can obtain

IVG;(w) — VG;(w))] (65)
< |IVFi(w — nVF;(w)) — VF;(w' — nVF ")) (66)

I —nV2F; )| + 0| V2 Fi(w) — V2 E(w)|| (67

IV Fi(w — nVF;(w))]| (68)

< L(1+nL)|lw —nVF;(w) —w +nVF @) (69
+npBllw —w'| (70)
<L +nL)?|w—w'| +npBllw — w'|| (71)
<L'lw—w], (72)

where L' = L(1 4+ nL)? + npB. This completes the proof. (]

APPENDIX C
PROOF OF LEMMA 2

Via the definitions of G;(w) and G(w), we can have

IVGi(w) — VG(w)]| (73)
= |[VF;(w — nVF;(w)) — VF(w — nVF(w))| (74)
= (I = nV*F;(w)VF;(w — nVF;(w)) (75)
— (I =V F(Ww)VF(w — nVF(w))| (76)

= |[VF;(w — nVF;(w)) (77)
—nV2F;(w)VF;(w — nVF; (w)) (78)

— VF(w — nVF(w)) (79)
+nVEF(W)VF(w — nVF(w))| (80)

= |[[VF;(w — nVF;(w)) — VF(w — nVF (w))] (81)
I = nVEF(w)] + nV?F(W)VF;(w — nVF;(w)) (82)
—nV*F —VF(w)) (83)
— nV2F;(w)VF;(w — nVF; (w)) (84)
+nV2F —nVFw))| (85)
= VFi(w —nVF;(w)) — VF(w — nVF (w))] (86)
I —nV?F(w)] (87)
—nVF;(w—nVF )V Fw) — V2ZFw)]|  (88)
<&l —nV2F(w)| (89)
+0lIV2Fi(w) — V2FW)[IVF;(w — nVE;(w)[|  (90)
<&l +nL)+nBy. On
This completes the proof. (]
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APPENDIX D
PROOF OF LEMMA 3

First, we define G;(w) £ F;(w — nVF;(w)) and
Gi(w)™) 2 F(w!" —nVE W, D). DY), (92)

Further, we define eGi(wﬁ’T) as the gradient of @(wﬁ’f).
According to the update rule, we can see the SGD gradient at
t-th round can be given by

VGiw!™) = (1 — V2F, W', D?)) 93)

VF; (w’ft — nVF,(w"", DY), D,.S) .

i (94)
However, the exact gradient of VG; at wi’r is given by
VGi (wf) = (1 - V2R @)
VF; (wi® —nVFw;").

95)
(96)

We can note that, given VG; and w;’f, the update we used is
a biased estimation of VG,-(wltfr). Hence, we have

VG = (1= V2 R@H+ef) o7
(VE (0" —nVE @) +ef), 98)
where
efl =V F(w;") — nVFw;", D}), (99)
and
¥ = VF, (w;‘t — nVE W', DY), D?) (100)
— VF; (w}" —nVE@w!")). (101)
Further, substituting (95) into (97), we can obtain
VGi(w;")
= VG (') + ef (1 _ nszi(w?’)) (102)
+efl (VF (wi™ —nVF i) +elefl.  (103)
We can calculate the expectation of ||etH Ik by
E{lle1) (104)
2
— nE [ H V2F; (W) — V2w, D?)H ] (105)
1
:n]E[H—S z (V2F;(w)'™) (106)
|Dl | S
xeDi
2
— V2F;(w;", x)) ] (107)
_ n 2 o 1, T
= |Ds|2E[ 2 IV R (108)
! xeD;.s
2
— V2F W), x)| ] (109)
Combining Eq. (21), we have
2.2
nog
Eflef1?} < . (110)
’ 1D
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Further, we can bound E{I|eiH I} using Jensen’s inequality as

NnoH
E{lef 1} < E{lef 12} < o (i
2
Similarly, we can also bound the expectations of ||el.G % and
lef | as
2722
n“L-o nLog
Ef{1ef1?} = 9 Efiefn) < (112)
D7 D3|
Based on Eq. (102), we can have
E{|VG;(w}") — VG;(w}")]l} (113)
< E(lef (1 -V F @) (114)
+efl (VF (wh™ —nVF @) +elef I} (115)
< E[uef’n |1 =nv2F@| +1efmetn aie)
+ llef' I | VF; (w)® — nVE@!D)| } (117)

Substituting Egs. (111) and (112) into (113), using Assump-
tions 1-2, we can obtain

E{IVG;(w}™) — VG (w!)|} (118)
1+nL)L B 27
< n(l+nL) oG  nBou  n O'SUH (119)
JIDS| Jos 1D
This completes the proof. t

APPENDIX E
PROOF OF LEMMA 4

According to RDP-PFL, the definitions of 6G,~(w§’f) and
VGi(wﬁ’r) can be expressed as

VGi(wh™) 2 (I — V2 F !, DY) (120)
VF, (w;’t —9VF (w;’, D?) ,Df’) . (121)

VGi(w;") = S Pl = el (122)
LLESRI] 1821
max{l, e } max {1, JC }
where
~t, 741
g =1- anFi(wﬁ’r, Dis), g, =VE(,; s D,S)
(123)

Based on the definitions of §Gi(w) and VG,(w), we can
obtain

E{IVG;w!™) — VG;(w! )|}
81 82

E[H led] lgall
gyl llg2 |l }

max{l, JE} maX{l, NG
—g,-VF (w?f —nVF; (wﬁ*’, D?) , D?) H] (126)

<E{lg,l|CiCz- g, (127)
—VF (wyf —nVF (w§~f, D?) ,D?) I}, (128)

(124)

(125)
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where

C
C{ = min L,l ,
gl

v C
Cp = min [ _—
Further, we can have

E{IVG;w!") — VG;w! M)} <E{lg,I|Ci1C2 - g,

1] . (129

(130)
—g2+g2—VF( ”—TIVF( tT’DiS>’DiS> I}

(131)

<E{llg: (1 = C1C) gl (132)

+||gz—VF( ”—nVF( ”,D,.S),D,.S) ). 33)

Due to Assumption 2, we can obtain

E{IVG;(w!) — VG;(w! )|} (134)
<E{llg,lI((1/C2 — CCal gl (135)
~,
+ L8 = w40V E (W) DE) ). a36)
Because C2|g,|| < V/C and Eq. (7), we have
E{IVG;(wh™) — VG;(w} )|} < E[ gyl - (nL (137)
VFw'", DS
H iy ; ’)s — VF;(w}'", D?) (138)
IVE; W™, DY) ! !
ma {1, L2200
f
+ L) + 2= - «/_Cl)} (139)

<+ nL)(ZnLB +nLE{|nd]} + v/ C/C, — VCC1)

(140)
< +nL)|2nLB +nLO + L (141)
min{JT?, 1}
Cmin[i, 1]) (142)
1+nL

where © is an upper bound on of IE{HnE2 I} and can be derived

as follows. We can note that the elements in le and niS
are drawn from the same Gaussian distribution N (0, C2o2).
We assume that a noise vector r is generated using the same

method as n? and nlS and then derive an upper bound on
E{||n||} as follows:

Eflin|}

1 S rto0
= ( ) / dn (143)
2o
+00 ng 2. +n
/ 2+ nde T (144)
+oo +o00 +o0
( ) dn1-~-/ dng 2/ / (145)
-
n2+ +nS 2+r
\/ 4 ng ,+rle” drdo (146)
+oo +00 +00
( ) dny / dng_z/ (147)
2o —00 0
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2 2 2
n{teAng_ptr

drrfnd ok, f e dr (148)
1 S 400 +oo +00
= dn1-~-/ dng_ 3/ / (149)
(\/chr) /—oo %
n + +n +r2
anzcose\/n% + -4+ n§_3 +r2e” = drdo,
(150)
where ng represents the s-th element in n, s € {1, ..., S}, and
S is the size of n. Recursively, we have
1\° [t p
E{lln|l} = (—) / re” zdr (151)
V2o -z
7 7 5—2
2 cosfdo - - - cos”“0do. (152)
-3 -3
The first integral can be calculated by
+o00 ) )
/ rSemTdr = —0%r5 e T | (153)
0
+o00 2
+/ (S—Do?r5 2" Tdr (154)
0
(S=1(S—=3)---205H, if Sisodd, (155)
V27 (S = 1)(S — 3) oSt ifSiseven.
Because
S—1 §-3 4
% S T'ﬁ"'g'g, ifSiSOdd,
/ costbdd =191 §-3 3 T a1 .
0 —_— == —, ifSiseven,
S S—-2 4 2 2
(156)
and
/ cosSGdQ/ cosS~1adg = -, (157)
0 0 28
we can have
7 z )
/ cosfdo - / cos’“0do (158)
-3 -3
7 5—2
=25 cos@d@ / cos®~“0do (159)
0
b4 b4 e
<. —— -2, ifSisodd,
2(S 2) 2(S 4) 27-T3
... —— .2, ifSiseven.
2(S 2) 2(S 4) 2-2
(160)
Based on (153) and (158), we can obtain
E{|ln]} £ © (161)
2 §S—-1 §-3 4
={ Vx S-2 S- (162)
S—1 §-3 3
24/ ZHOE . m s E, if Siseven.
This completes the proof. (]
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APPENDIX F
PROOF OF LEMMA 5

t—1,7

Due to the update rule of W' , 1.e.,

~r—1,7 ~t—1,7—1 ~r—1,7—1
= B> piVGi(® )
ield
— iu\t—l,r—l _ ,BVG(iU\t_l’r_l),
we can have

~t—1
et

< H Zpi(v;—l,ro . ]/D\t—l,ro)
ield

< ‘ y—Lo-l_ g ZPiVGi(vﬁ_l’m_])
ield
_ Ll +'6VG(_'/”\1‘—1,‘[0—1)H

< ‘vtfl,rofl _ {v\t—l,ro—l H
t—1,79—1 ~t—1,790—1
+B pi|VGiw, T - VG|
ield
< [yttt -l H

z-fl,rofl _ /wst—l,ro—l

vl

+BL' D pi

ield

.

(163)

(164)

(165)

(166)

(167)
(168)
(169)

(170)

(171)

where v’ and vﬁ’f are the global and local models in RDP-PFL
without data sampling and DP mechanism in the training
process, respectively. By invoking Lemma 3 in [25], we have

t—1,7 ~t—1,1
o=l 0 _ % 0

v

t—1,79—1 t—1,79—1
= [v; T = BVGi(w; )
_ Lol +ﬁvc(ﬁz—1,ro—1)“
t—1,79—1 ~t—1,79—1 S
< oot =@t g

+ | VG — ve@ )|

< |v

—loo—1  ar—1,70—
; 70 _wt 1,79 IH

+B|VGiw; "TH VG T

+B|vG@ o —ve@

Due to Lemma 1 and Lemma 2, we can obtain

t—1,1 ~r—1,7
: 0 _ 3 0

<(1+B8L)

+B HVGi(ﬁt—l,ro—l) _ VG(ﬁt—l,ro—l)H

v

v;

t—1,79—1 _ '/D\t—l,r()—l H

<(1+8L)
+ B(ei(1 +nL) +nBy;).

Recursively, we have

|

v;

t=Lr—1 _ =171 ”

=179 _ I»bq—l,ro

v;

|
T0—1
+ B (ei(1+nL)+nBy) D (1+BL).
j=0

(172)
(173)
(174)
(175)
(176)
(177)
(178)

(179)

(180)
(181)
(182)

(183)
(184)

(185)

(186)

t—1,0

i

=#'10 and Eq. (161), we have

}

- gi(l+nL)+nBy; + O
< 7

Due to v

t—1, ~f—
E{Hw ‘L’()_wt 1,79

i

((1+BLH™ = D).

Substituting (187) into (165), we have

Bl }

< ffuto -

+BL (L +pLH™ = 1)

5 pi(ei(l +nL) +nBy)
L/

a1
v —w

ield
<E|

o/ L=l _ =11 H}
1 Be(1 +nL) +nBy) ((1 + ALY —

Recursively, we have

il

<E{

t—1,71
v —w' T

} £ )

o —10 _ ﬁtfl,OH}

70
+Be(l+nL) +nBy) D ((1 + ALY - 1)

j=1

< B(e(1 +1L) +nBV)( o

This completes the proof.

APPENDIX G
PROOF OF LEMMA 6

According to the definition of G;(w), we have

[VGi(w) — VG;(w")]T (w — w')

> —npBllw—w'|* + (1 — nL)(w — w') "
[VFi(w — nVF;(w)) — VFi(w' —nVF;(w))]
= —noBllw —w|*+ (1 — L) (w —w)"
[VFi(w — nVF;(w)) — VF(w — nVF;(w'))

+ VFi(w — nVFj(w") — VF(w' — nVF;(w")].

Because F;(w) is [-strongly convex, we can obtain

[VG;(w) — VG;(w"]" (w — w’)

> —npBllw — w'||* + (1 — nL)( — nLH)||w — w'|?

>1'|lw—w'|?
where
I"=(1—-nL)(I —nL* — npB.

This completes the proof.

N—

(1+BL)° — 1 )
—_—— — 1.
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(187)

(188)

(189)
(190)
(191)

(192)

(193)
(194)

(195)
(196)

(197)

(198)

O

(199)
(200)
(201)
(202)
(203)
(204)

(205)
(206)
(207)

(208)
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APPENDIX H
PROOF OF THEOREM 2
First, we can derive a convergence bound on the loss
function of the centralized learning. Because G(-) is L'-
Lipschitz smooth, we have

G@ ™ — G@"Y) (209)
S VG(ﬁt ‘[) (At 1’+] At,l’) + ”At 1’+] At,‘[”2 (210)
Llﬂz
= —BVG@"")'VG@") + 5 IVG@"H|I>  (211)
L/
< -8 (1 - 2’3) IVG @)% (212)

Moreover, G(w) is I’-strongly convex, and it follows that

G@ ™ - Gw") < ﬁnvc;(” Hh. 213)
Substituting (213) into (209), we obtain
G@ ) - Gw*) < G@"T) — G(w*) (214)
L' it
- B (1 — f ) IVG@" )| (215)
< (1 LB — L/l/ﬁz) (G@" ") = Gw*).  (216)
Recursively, we have
G(@"™) — G(w*) 217
/ 11/ p2 o 1,0 *
5(1—2!ﬂ+Ll,3) G@"" - Gw*).  (218)
Due to #"° = w’, we obtain
G@"™) — G(w*) (219)
< (1 B+ L/l’ﬂz)m G@ ™) — Gw*)  (220)

n (1 0B+ L’l’ﬂz)m (Gw') — G@ ™). (221)

G@' " "T0) || as follows:

(222)
(223)

Then we want to bound ||G(w') —
IGw") — G@ "™
<IGw") — G+ IG®") —

where v’ is the model without data sampling and DP mecha-
nism in the training process. We first bound ||G(w’) — G (") ||
as

G@' ),

IGw") — G|

<21+ L) w' — | (224)

=21 +nL)| D piw] " — vl (225)
ield

(i) X . t—lrg _ _1—1,7

< 2(+1L) D pi llw] v, T, (226)
ield

H

where (a) is due to Jensen’s inequation. Then we bound H; as

T0—1
D it = VG w ) (227)
=0

T4 ﬁvai(vﬁ‘“))H (228)
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w _
< B IVGw ") =VGe T (229)
=0 H
T0—1
(230)

t—1,t t—1,1
+ Z ”w,‘ - V; I,
=0

where (b) is due to triangle inequality. We can bound H; as

() — _ ~ _

Hy < IVGi(w!™"") = VG;w! ™" (231)
+ VG w; ™) = VGi(w )| (232)
FIVG W ™) = VG ()| (233)

@ n(1 +nL)L B n*L
< n(l+nL)Log LI Ug}UH (234)
/1D |DS D7

+E(C, S,0) + VG (w!™"") = VG, (07Tl (235)

2
(;) n(l+ nL)LaG nBoH La;;oH (236)
JIDS| |DS D7l
+E(C, S, 0) 4+ L|w ™" — o707, (237)

where (c) is due to triangle inequality, (d) is from Lemma 3
and Lemma 4, and (e) is due to the L’-Lipschitz smoothness.
Substituting (231) into (227), we obtain

T0—1
Hy < (1+BL) > w7 — o717 (238)
=0
1 +nL)L
+ﬂro(E(C, 5.0y + 14 nb)log (239)
JID3]
B 2L
1728 | T o6 ) (240)
Jiog P
Recursively, we obtain
1+nL)L
Hy < ﬂro(s(c, s, o)+ 1A nLLoG (241

nBon _ n’Logon) % . nj
+ ) D (- HU+BL).
/1S |D?| ‘
|Di | ! j=0
(242)
Substituting Eq. (241) into Eq. (224), we obtain
IG(w") — G (243)

n(l1+nlL)Log

Jon

T0—1
) D (o — N+ LY. (245)

j=0

< Bror(1+nL) > p; (E(c, S, o)+
ield
(244)
n*Logoy
D}

nBoy

Substituting Eqs. (243) and (195) into Eq. (224), we obtain

IGw') — G@' ") (246)
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n(l1 +nL)Log

< Bror(1+nL) > p; (s<c, S.0)+
ield
247)
n’Logoy
D

nBoy

Jos

0—1
) > (- HA+BLY (248
j=0

+ A(1 4+ nL)h(tp). (249)
Substituting (246) into (217), we have

G@ ) — G (w) (250)

< (1 0B+ L’l’ﬂz)m (G(ﬁT‘“O) _ G(w*)) 251)

+ (1 2B+ L’l’ﬂz)m ,\((1 + nL)h(zo) (252)

n(1+nL)Log

Jon

+ Bro(1 + L) Zp,»(s(c, S.0)+

ield
(253)
nBoy | n*Logon i . i
+ =) D (o — HA+BLY ).
Nii2H LR
(254)
Recursively, we obtain
G@ ") -G (w) = ¢"G@W) - Gwr)  (255)
T-1
+> ;’”Ox(a + nL)h (7o) (256)
k=1
1 L)L
+ Bro(1 + nL)Zpi(E(c, 5.0y + 1LH1DEIG
it VID?
(257)
B zL 0—1 .
= GSUH) > (0 - +ﬂL’>f),
Jios 1P 5
(258)

where ¢ = 1-21'8+L'l' 8%. Further, Due to G (w”)—G (w*) =
G@ ") —GwT)+Gw’)—G(w*) and Eq. (246), we have

Gw’) — G(w*)

<G’ ~ G (259)
_ T
+ 1——20 ((1 + nL)h(o) (260)
+’3r0(1+77L)ZPi(E(C, 5, 0) + 1A nbLoc

ield

261)

nBou _ n*Logon) : nj
+ + > (ro— N+ BLY ).

S
Jogr o P 5
(262)
This completes the proof. g
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APPENDIX I
PROOF OF THEOREM 3
Based on Eq. (209), we obtain
G@" ™) — G@") (263)
, 00— 1
< - ( ) Z IVG@" )% (264)
Due to #""" = w' and Eq. (246), we have
Gw'th — G(w") (265)
L/ﬁ il AL, T2
< —ﬂ( > )ZO IVG@"")| (266)
=l

n(l +nL)Log

(267)

+ Bror(1+nL) D pi (a(c, S.0)+
ield

r)thfc;GH
D} |

nBoy

Jor

T0—1
) > (1o — (1 +BL)Y  (268)

j=0

+ A(1 + nL)h(7o). (269)
Now summing above equation over t = 0,1,...,7 — 1 and
rearranging the terms yield that

T—119—1
#(1-5) Z X vo@
t=0 =0
<Gw") - Gw") (270)
1+ nL)Lo

+ TBror(1+10) > pi (E(C, 5.0) 4+ 10T 1DLoG

i JID?|
@271)
nBoy  n’Logoy

T0—1
) D (- H+BLY (272)

S
of )&

+ TA(1 4+ nL)h(1). (273)

Because G(w”) — G(w”) < G(w®) — G(w*), we can conclude
that

T—17t—1 *
L S IVG@ I < Lii"’) 274)
=0 t=0 T (1 - T)
(I +nL)h(ro) 275)

e

1+nL)Lo
+ Bror(1 +nL) D p; (a(c, S, o)+ nd +nL)Log

Jon

ield
(276)
-1
nBoy  n*Logon\ < . :
+ ) > (10— HU+BLY ).
VD3] D7 j=0
(277)
This completes the proof. ]
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